Virtualization technology has emerged out as a cornerstone of the IT industries as it has transformed the way the IT infrastructure is deployed in the industries now a days. As virtualization provides a bundle of eye catching features such as flexibility, reduced downtime, cost effectiveness, scalability etc. therefore, it has become the driving force for leveraging IT industries. Hence, it has now become a primary need for an organization to investigate each and every aspect of virtualization before adopting it. This paper discusses the basic virtualization, types of virtualization, virtualization service provides, security issues, comparison among virtualization tools and the upcoming virtualizations trends.
INTRODUCTION
Virtualization has emerged as a key technology in exponentially increasing the growth rate of an organization. Virtualization is the foundation of cloud computing and forms the base for offering cloud services therefore, it is very essential for an organization to be aware of the virtualization technology and its benefit. Virtualization is defined as "a framework or methodology of dividing the resources of a computer into multiple execution environments, by applying one or more concepts or technologies such as hardware and software partitioning, time-sharing, partial or complete machine simulation, emulation, quality of service, and many others." [1] . Day by day virtualization is gaining a lot of popularity as it increases the hardware utilization and provides an easy management of the infrastructure. A survey conducted by "InformationWeek" [8] listed the drivers of virtualization for the year 2013 which will act as a catalyst in adopting this technology. These drivers can be seen in figure1. Virtualization renders cost efficient usage of IT Infrastructure. Virtualization enhances flexibility and agility by detaching workloads and data from the functional side of physical infrastructure [4] . Some of the benefits of virtualization are mentioned in table 1 [2] . Virtualization is emerging as a boon to IT industries but there are some issues which can inhibit the growth of virtualization. This paper discusses all the pros and cons of virtualization. It is divided into five sections. In Section 2, we will discuss the types of virtualization. Top virtualization providers are stated in section 3. In section 4 we will discuss the security issues of virtualization. Virtualization tools will be discussed in section 5. Future virtualization trends will be covered in section 6. 
TYPES OF VIRTUALIZATION
Virtualization permits segregation and abstraction of underlying hardware and lower level operations which facilitates probability of higher level operations and sharing and/or aggregation of the physical resources. Virtualization technology can be categorized into the following:
Full Virtualization
In Full Virtualization, the hardware interface provided to hypervisor is almost the same as provided by the hardware"s physical platform. This means that for virtualization there is no alteration required to the operating systems and applications if they are compatible with the underlying hardware [5] . Full virtualization is categorized into:
Bare metal Virtualization
In this type of full virtualization, there is no host operating system i.e. the hypervisor directly runs on the underlying hardware. It is also known as Native virtualization and uses Type 1 Hypervisor.
Hosted Virtualization
In this class of full virtualization, there is a host operating system which can be any common OS such as Linux, Windows etc. on which the hypervisors runs. Hosted virtualization architectures have an additional layer of software (the virtualization application) running in the guest OS that provides utilities to control the virtualization while in the guest OS, such as the ability to share files with the host OS [5] . . It uses Type 2 Hypervisor.
Para Virtualization
In contrast to full virtualization, in para virtualization the running guest operating system is altered in order to function in the virtual environment. In this technique, the guest machine knows that they are running in a virtual environment [2] . The main advantage of using this technology is that it reduces the virtualization overheads and provides better performance. Xen, which is an open source, is the example of para virtualization.
Operating System Virtualization
In Operating system virtualization the kernel of an operating system permits for multiple isolated user-space instances. These instances run over the top of a residing host OS system and render a set of libraries with which applications interact, providing them with the illusion that they are running on a machine dedicated to its use. It is also known as Container based virtualization. [17] 
Desktop Virtualization
Desktop Virtualization is a mechanism to render a PC environment with central applications from a central server. It enables users to run applications for different operating systems on a single host [2] . It offers the flexibility to relocate applications and clients when required.
Server Virtualization
In server virtualization, base hardware is virtualized, which permits guest operating environments to run directly above the hardware, without the need of complete host OS. Server virtualization is a form of hardware virtualization in which many virtual server runs on a single physical server. [13] 
Application Virtualization
In Application virtualization, a user can run a server application locally with the help of local resources without completely installing the application on the system. It provides an isolated application virtual environment to each user which acts as a layer between the host and the operating system [6] . Example of application virtualization is Java Virtual Machine (JVM) as it acts as an intermediary between the operating system and the Java application code [5] .
Storage Virtualization
Storage virtualization is the technique of completely extracting the logical storage from physical storage and scattering it over network. It is a form of resource virtualization [6] . It is commonly used in Storage Area Network (SAN).
Network Virtualization
Network virtualization is the process of combining hardware and software resources into a virtual network as a single collection of resources. It helps in gaining better infrastructure utilization in terms of reusing a logical or physical resource for multiple other network resources such as hosts, virtual machines, routers etc. Its help in reducing cost by sharing network resources.
Resource Virtualization
Resource virtualization is regarded as "storage volumes, name spaces and the network resources" in a virtualized system. All the components may aggregate into a larger resource pool and a single resource such as disk space can partitioned into number of smaller and easily accessible resources of same type [7] .
"2013 Virtualization Management Survey' [8] conducted by "Information Week" on the basis of 320 respondents stated that 87% of server virtualization will take place in the year 2013. Other types of virtualizations usage is mentioned in figure 2.
VIRTUALIZATION PROVIDERS
In today"s era, where every organization wants to be the best, it"s hard for them to figure out the provider that could completely understand their requirements and provide them the best solution. Hence, before selecting a provider for catering them, it"s very essential for an organization to gather information about all the providers available and identify who can serve them best. "CRN" included 20 virtualization providers in Data Centre 100 list for the year 2013, out of which top 11 virtualization providers are mentioned in table 2 [3] . According to the list, VMware is the global leader and is ranked no. 1 in providing virtualization services. Microsoft which is growing with a faster pace has now become the close competitor of VMware in offering virtualization services. Citrix Systems is also there in the race with VMware and Microsoft providing excellent desktop virtualization services. Beside these virtualization providers there are many other providers too that provides such services. 
VIRTUALIZATION SECURITY ISSUES
Virtualization today is providing excellent features that enable organizations to simultaneously execute multiple operating systems along with the applications on a single physical server. Along with these positive features, virtualization technology has some negative aspects too. With the evolution of this technology new security issues are arising every day. As virtualization technology is gaining a lot of popularity day by day therefore, it is the ultimate need to discuss the security loop holes of this technology. Some of the virtualization security issues are stated below:
VM Escape
In an ideal virtualized environment multiple guest virtual machines can run in isolation without interacting with other virtual machine. But organizations compromise isolation in reality which makes room for vulnerabilities to enter. One such types of vulnerability is VM Escape. In VM Escape a program that runs inside a virtual machine will completely bypass the virtual machine layer, and get the full access to the host machine which results into complete breakdown of the system [9] .
Malicious Code Injection:
Malicious code injection is a very common form of security threat in which, the attacker infects the virtual machine either by gaining access to it and injecting the malicious code or by tracing the location of virtual machine by monitoring the network and then inserting the malicious code into it.
Hypervisor Hyperjacking
In Hypervisor Hijacking, the hypervisor that runs under the host operating system is acquired by the attacker through which he can gain the complete access to virtual environment by acquiring the guest virtual machines and servers [10] . It is a very critical security issues for a virtualized environment.
VM Spawl
VM Spawl is the biggest issue that every organization faces. In VM Spawl virtual machines are deployed in an uncontrolled manner as deploying a virtual environment is a quick and simple task [10] . Therefore, it"s difficult to manage the virtual environment.
Side Channel Attacks
In side channel attacks, a physical characteristic of the hardware is exploited by the attacker in order to leak the information about CPU usage, memory usage and other resources. These attacks requires direct access to the host therefore, they are difficult to implement [2] .
VM Alteration
There are many critical applications that depend on the infrastructure of virtual machine environment. These virtual machines on which the critical application is running should be trusted. If there is an alteration in the virtual machine, the trust will be broken while the critical applications will still keep on running. A best way to deal with this problem is to sign the virtual machine digitally and validate it before executing critical applications [9] .
Rootkit Attacks
A rootkit is malicious stealthy software that is used by the attacker to hide the presence of various malicious processes or programs from being detected and provides privileged access to the system [11] . Rootkits attacks are serious threats as it attaches other malicious programs with it. Detecting a rootkit attack is difficult as it hides the existence of programs.
Guest -to-Guest Attack
Preventing host machine from attacks is more important than individual virtual machines. If the administrative privileges of hardware are compromised than the attacker can easily access virtual machines. The attacker can migrate from one virtual machine to another therefore, it is known as guest-to-guest attack [12] .
VM Poaching
VM Poaching is similar to DoS attacks whose main objective is to overburden the hypervisor, drain out all of its resources and make it crash. Virtual machine"s guest operating system consumes more resources than actually allocated to it and makes other virtual machines starve within the hypervisor. Therefore, it is also known as resource hogging [10] .
Unsecure VM migration
VM Migration is an excellent feature of virtualization but its dynamic nature sometimes can be critical and can harm both the host and the virtual machine if security policies are not mapped properly at the time of migration.
Denial of service attack
Since all the virtual machines and hosts share the physical resources such as memory, CPU, disk etc. hence, denial of service attack can take place in contrast to other virtual machines existing in the same system. Thus a virtual machine will acquire all the resources and will prevent the other virtual 
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machine to gain access of the resources. Denial of service attacks can be prevented by limiting the amount of resources allocated [9] . 
VIRTUALIZATION TOOLS
With the rapid evolution of virtualization, a wide variety of virtualization tools are available in the market. Therefore, it is very difficult to identify the best tool which can fulfill one"s requirement. We have provided an elaborative comparison of various tools such as vSphere, Hyper-V, XenServer, VirtualBox, KVM, OpenVZ and Xen in 
FUTURE VIRTUALIZATION TRENDS
Virtualization is the most emerging technology of this decade in which the advancement is taking place exponentially. Most of the organizations are now aware of the advantages of adopting virtualization and thus are deploying virtualization solutions in order to reduce the downtime and to make efficient utilization of power. The future trends of virtualization are very promising. According to Frost and Sullivan [14] , the market earned revenues of $48.4 million in 2011 and it is expected to reach $549.6 million in the year 2017. Day by day virtualization technology is gaining popularity. Forrester research analyst Dave Bartoletti [15] believes that by the end of 2013, virtualization usage will grow up to 77% and 6 out of 10 workloads will be running on virtual machines. Upcoming virtualization trends indicate that in order to shrink the size of the datacenters, many organizations will be virtualizing their existing physical servers. Approximately 40% of existing server workloads were virtualized in the year 2011 and Gartner studies predicts that 80% of all server workloads would be virtualized by the end of 2015 [16] . Virtualization technology usage is increasing day by day and so is the risk associated with it. There are many security loop holes in this technology which if compromised, can prove to be very expensive in future. Therefore, end users must be aware of security measures that should be considered while setting up a virtual environment.
CONCLUSION
Virtualization has now become a dominant means of rendering IT services therefore; it is gaining a lot of popularity day by day. The benefits such as reduced downtime, better hardware utilization, high availability etc. offered by this technology act as a catalyst in its growth but security issues and infrastructure complexity are some of the constraints that inhibit the growth of virtualization. This paper focuses on such security issues which makes the organization think that whether or not to move towards virtualization. Therefore, in order to reap the benefits of virtualization, proper security measures should be considered while leveraging a virtual environment. This paper also discusses various virtualization providers and compares the virtualization tools in order to help the organizations in determining the provider and tool that can serve them best. It also provides a clear picture about the upcoming virtualization trends thus, assisting the organization to decide whether to invest in virtualization or not. An Introduction to Virtualization,
